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Administration (FAA) to share its "Connect" document. Reflecting the true
spirit of sharing and collaboration, this gesture enables the FS and BLM to
learn from and build on FAA's extensive research in this area.
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1.0 Background

This document proposes a new way for managers and staff in the USDA Forest Service (FS)
and USDI Bureau of Land Management (BLM) to connect with each other. In today's
environment of budget cutbacks and pressures, we have to rely on the knowledge of others
to get our jobs done and to act like a “business.” Today’s employees can no longer do their
jobs alone; neither can they afford to start every assignment afresh. They do not have to,
because someone, somewhere in the FS and BLM has already done either the identical or a
similar task that the rest can learn from.

To become a more efficient and effective work force, staff need to collaborate with each
other, work in teams, and learn from the experience of co-workers. But here's the
challenge. Research has shown that organizations cannot impose a requirement to share
knowledge. Neither can they force people to connect with others within their organizations
or across geographical boundaries. Rather, they need to embed knowledge management
(KM) in processes people use in their daily jobs to foster connections and help people share
what they know.

To better perform their jobs, people need to know where knowledge resides so they can rely
on their peers for help. Someone has done “it” before, no matter what “it” is. Workers need
to be able to find out who, where, and when so they can get their jobs done better, faster,
and cheaper. To facilitate that process, agencies need to create an environment that fosters
connections between people who do and do not know or have the necessary tools.

One effective way of forging connections is through an expertise locator. This document
proposes creating such a resource, which we will call Sage. This is not an original idea.
Others have created similar applications in private industry and in other federal agencies.
Several software vendors have commercial off-the-shelf technology for expertise locators.
Prime examples are the IBM Lotus Discovery Server® and the Tacit ActiveNet Application?.
Neither of these, nor anything else the author reviewed met our expectations or is too
expensive for the FS and BLM to pursue.

The author of this document visited several agencies to learn from their successes and
challenges in developing their systems. In the spirit of sharing, he received advice as well as
source code or screen shots of existing applications. Further, the author researched several
books and talked to various vendors. Hopefully this document reflects the fruits of this
extensive research. Special credit should be given to the following:

= Chris Collison & Geoff Parcell, Learning to Fly: Practical Lessons from one of the
World’s Leading Knowledge Companies (Oxford, UK: Capstone Publishing Ltd., March
2001) especially Chapter 9 — Finding the Right People — If Only | Knew Who.

. IBM.

= US Army Corps of Engineers.

) US Marine Corps.

. Pension Benefit Guaranty Corporation.
L] US Department of Labor.

. NASA

Sage will respond to the Virtual Expert Network initiative included in the FS e-Government
Strategy dated February 11, 2002. That initiative is described as enabling FS employees to
rapidly access expertise on technical, business, and scientific processes and issues. Sage
can be expanded to include BLM employees too.
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2.0 System Description
The Sage expertise locator will have the following features:

= A searchable intranet repository that would enable managers, staff, and in-house
contractors to search for people with relevant knowledge and experience.

= A function to enable staff to easily create a personal home page rich in content,
which in turn would be accessible to anyone within network access.”®

= As part of the FS and BLM KM efforts, an online telephone directory* (white pages),
available on the intranet and Internet. This directory will derive its data from the
Notes “person document” of each FS and BLM employee and in-house contractor.

= Blue and yellow pages. Blue pages list expertise by organizational units. Yellow
pages list expertise by individuals. The two applications will work together and
interface with the Notes “person documents” and HR databases to exchange data.

The ability to create personal Web pages for each manager, staff, and in-house contractors
will improve connections among colleagues within the FS and BLM.

= Each user will add desired information.

= Some information will be filled in automatically from the “person documents” in
Notes or from HR.

= Data entered in one section of Sage will automatically propagate to other relevant
sections of the application.

= Some information will have to be verified either by the user’s supervisor or by the
community of peers. For example, people who call themselves experts will have to
state the basis for that claim, such as supervisor agreement or educational
credentials. Management will need criteria to define expertise levels. Inversely, if
experts refuse to identify themselves to avoid additional demands on their time, the
supervisor or community may not agree.

Sage is not a traditional HR system. Such systems exist for a different purpose and are
managed by Offices of Human Resources. Sage is a KM system. To be successful, ownership
must reside with the workers concerned. “This is their personal, alternative prospectus —
how they want to be known, rather than how the [FS and BLM] knows them. As such, it
complements rather than replaces existing people systems. It helps build a living,
breathing, three-dimensional representation of a person — far broader than a set of work
histories or training records.”®

To make Sage a success, this effort must partner with the Offices of Security (for digital
photographs), Human Resources (for some personnel information), and the Notes team (for
directory information) so the new system will be able exchange data with existing
applications. Although participation by employees will be voluntary, we will still
need to negotiate with the national unions to allow us to proceed and allow their
members to participate.

3.0 Requirements

This system will be restricted to the joint interagency intranet. It will also be available to the
FS and BLM employees and in-house contractors who log into the FS and BLM portal from
the Internet. It will not be available for external use. Users will have writer access to their
own personal page only. Certain information, such as home address and emergency contact
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will be hidden from view. We will protect the privacy of each manager and staff as
appropriate. Viewing of personal information will be strictly restricted to authorized
personnel only. Each user will know who has access to his or her information. The HTML
files embedded in Appendix A are for planning and reference only. Use them as a guide, not
as the gospel.

This application will have two sections:
= Entry form (see Appendix A for basic forms design) — described below.
= Display form (design yet to be determined) — to be designed by the developer.

For each existing Notes user, the system will create a new form populated with basic
information from the Notes directory. The system will also automatically generate a
message to the user telling him or her where their personal page is stored. When new user
is added to the Notes directory, a new form will automatically be created and system will
generate a message to the user telling him or her where their personal page is stored.

Each employee will be able to modify only her or his own display form. The edit button wiill
be visible only to the individual users when viewing their form. When clicking on the ‘edit’
button, the entry form will be displayed for additional information. Only certain fields should
be modified by the employee. Other fields could be modified only by authorized persons in
the office of human resources, office of security, or the Notes team.

The system must be designed to require minimal central administration. It should be
designed as a self service application. “Only the individual concerned could update their
pages — not their... managers, team secretaries, or [office of human resources]...”® As we
wish to make this into a series of personal Web pages for agency managers, staff, and in-
house contractors, we would like to enable them to fill in the general information about
themselves in about 30 minutes. Generally, users will be encouraged to fill out the
following”:

. Name.

= Job title.

L] Team line of business or staff office.

. Free text area.

= Structured taxonomy of ‘area of expertise.’
= Languages spoken.

L] Internal and external contacts.

" Favorite internal and external links.

. Photo.

. Government résumé or CV.

" Membership in communities and networks.

Before we list the detailed information, we need to discuss the need to protect employees’
privacy. The developers will have to figure out how to create a private profile for each
employee or in-house contractor. Each user will have total control over what is in her or his
private profile and he/she will be the only person to decide what portion of this profile is
available for view by others. Neither the individual’s supervisor nor the systems
administrator will have access to private profiles.
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Personal information will be divided into sections as follows:

3.1 Personal Information®

= Office information.
> Once the person chooses the agency she or he works for, the
appropriate agency sub-designations should appear.
. Home information.®
= Emergency information.*°
. Temporary assignment information.

3.2 Background and Experience

= Education.

= Work experience (FS and BLM and prior).
. Government paid training.**

. Links to documents.*?

. Expertise taxonomy.

. Free text area.

3.3 Current Jobs and Teams
L] List of current projects.
L] Current membership in work related teams.

3.4 Communities and Networks

= Work related internal communities and networks.
L] Work related external communities and networks.
L] List of colleagues and contacts in the agency.
= List of contacts outside the agency.
= Hobbies and interests.
= Favorite Web links.
= Membership in professional societies.
. Professional licenses.
3.5 Photo

Photos will be automatically loaded into the system by a link to the office of security.
However, users will have a chance to replace their photo if they adhere to the
instructions provided within the application.

3.6 Reporting Structure

= List of all the supervisors and managers all the way to the Chief of the FS or
the Director of the BLM.

L] Allow for multiple reporting structures.
4.0 Information Assurance

The joint KM portal will rely on input from various data sources. There is a continuing need
for ensuring that information assurance is respected. Particular attention should be given
to:
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L] Availability.

. Integrity.

= Authentication.

L] Confidentiality.

. Non-repudiation.

5.0 Security

There are public concerns about security issues associated with Microsoft Internet Explorer
and the tendency of hackers to develop malicious code to take advantage of certain
vulnerabilities in this browser. In order to alleviate these concerns, the developers will make
this application browser neutral by making it possible for FS and BLM managers and staff to
use the Mozilla*® or Opera* browsers.

Further, the developer should build all necessary security features into the application and
whenever possible, move security controls into the information itself using the access
control list, roles, rights controls, and the like.

6.0 Testing

All developed code should be subject to testing for threats, vulnerability assessment, and
remediation and mitigation. Particular attention should be given to the ability of hackers to
insert “malware” in the code.

7.0 Help

The developer shall provide context sensitive help as part of the application.

8.0 Training

The developer shall provide just-in-time, context sensitive learning for the applications.

9.0 Who Knows What

Once the users’ forms are in place, everyone could use this application to connect with
those who know (the experts). The search will be done either by individuals (yellow pages)
or by organizations (blue pages).

9.1 Search Capability

In order to protect individual privacy, search for experts will be conducted at two
levels:

9.1.1 Public Searches

These are searches within the public profiles and involve no unusual privacy
issues.

9.1.2 Private Searches

These are ‘blind’ searches within the private profiles. When a search of this
type identifies an expert, the individual conducting the search will not know
about it right away. Instead, the system will generate a message to the
expert to inform her/him of the request. It is entirely up the expert to decide
whether to reply to the request or to ignore it by staying anonymous.

9.2 Ask
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Provide a tool for posting questions consisting of an open text field and workflow to
route the question to the subject matter experts (SME) via an e-Mail message based
on the job skills taxonomy in Sage. The system will be designed to track these
messages until the person posting the question receives the answer. Further, the
system will make all applicable SMEs for a particular query aware of the existence of
the others involved in this query to prevent duplication of efforts.

9.2.1 Any question that could not be answered through Ask will be referred to the
office of primary responsibility in the area of expertise (through the use of the
blue pages).

Figure 9.1 Ask form

9.3 FAQ

The Q&A will be posted in a continuously evolving database to reflect how SMEs give
their response to FAQ. Internal and external users will first be directed to this site to
check if an answer to their query is already in the database before posting their
question again.
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Appendix A — Proposed schema

A-1 Employee information®®

PF Tabl v3.0

A-2 Experience and qualifications®®

0]

Pf tab6.htm
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BLM
Ccv
usDl
FAQ
FS
HTML
KM
NASA
Q&A
SME
USDA

Appendix B — Acronyms

USDI Bureau of Land Management

Curriculum vitae

US Department of Interior

Frequently asked questions

USDA Forest Service

Hyper text markup language

Knowledge management

National Aeronautical and Space Administration
Questions and answers

Subject matter experts

US Department of Agriculture

1 http://www.lotus.com/products/discserver.nsf

2 http://www.tacit.com/products/activenet/

3 Chris Collison & Geoff Parcell, Learning to Fly: Practical Lessons from one of the World’s Leading Knowledge
Companies (Oxford, UK: Capstone Publishing Ltd., March 2001)

4 Similar to http://find.faa.gov for the FAA intranet and http://directory.faa.gov for the Internet version

5 Chris Collison & Geoff Parcell, Learning to Fly: Practical Lessons from one of the World’s Leading Knowledge
Companies (Oxford, UK: Capstone Publishing Ltd., March 2001)

8 Chris Collison & Geoff Parcell, Learning to Fly: Practical Lessons from one of the World’s Leading Knowledge
Companies (Oxford, UK: Capstone Publishing Ltd., March 2001)

7 Adapted from Chris Collison & G eoff Parcell, Learning to Fly: Practical Lessons from one of the World’s Leading
Knowledge Companies (Oxford, UK: Capstone Publishing Ltd., March 2001)

& Some of the data will come from HR and the person document in Notes

° This information will be strictly restricted to authorized personnel only

1% This information will be strictly restricted to authorized personnel only

! Data input from HR

2 Documents will have to be copied a knowledge base

13 http://www.mozilla.org

14 http://www.opera.com

15 Double click on the attachment to view in the browser
¢ Double click on the attachment to view in the browser
17 Double click on the attachment to view in the browser
8 Double click on the attachment to view in the browser
1° Double click on the attachment to view in the browse
2% Double click on the attachment to view in the browse
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