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Knowledge retention (KR) is a critical component of resiliency. In essence, resiliency refers to an organization’s capabilities to:

1. operate sustainably in its environment by producing suitable goods and/or services for its customer base in a cost effective manner
2. anticipate and prevent disruptions of operations in the face of catastrophic events (e.g., disasters, economic crises, attacks) and/or loss of key employees

3. respond to, and recover from such emergencies if they cannot be prevented
4. adapt to changing environments and customer requirements (e.g., by changing structure, practices, technologies, innovative offerings)

KR contributes to resiliency by identifying and codifying critical data, policies, procedures, and processes from individual employees. Organizations can then utilize this core knowledge to maintain or restore operations should those individuals become unavailable temporarily (e.g., due to illness or emergencies), or leave their positions permanently through retirement, promotion, and other non-crisis causes of workforce turnover.  As such, KR is a necessary component supporting emergency preparedness, disaster recovery, and long-term business continuity.
However, resiliency (as we define it) extends well beyond these issues, which are essentially tactical and operational in nature.  Continuity, preparedness, and recovery are concepts that are all past- and present-directed; how does an organization maintain its current (level of) operations. 
Organizations must also preserve leadership and strategic competencies required to carry out their missions. Economic, security, and environmental conditions evolve continually, at regional, national, and global scales. Ensuring the public’s health, safety, and national well-being in the face of such changes is a complex and dynamic task for government agencies. Critical resiliency capabilities here include: 
1. Detecting relevant “weak signals” (i.e., forces, trends, shifts in behavior patterns)  

2. Developing strategies to address impending problems

3. Evaluating and refining such responses to identify solutions that are robust

4. Implementing those decisions (viz., via legislation, policies, regulations, etc)

5. Monitoring results over time and adapting solutions as needed to ensure success

These forward-looking adaptive capabilities hinge on “tacit” skills based on perspective and judgment that typically derive from experience over extended careers. Institutions that succeed in capturing and leveraging strategic skills are often called “learning” organizations.  KR provides tools and techniques for addressing this challenge as well as the nominal continuity problem.  As such, KR is a critical enabler in pursuit of true organizational resiliency across tactical, operational, and strategic levels.  
